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1. Introduction

This document describes the SSRPM web interface. The chapter Installing the Web Interface covers the installation
of the SSRPM Web Interface with Microsoft 11S. The chapter Overview covers the pages that are available with the
SSRPM Web Interface.

Please note that the Web Interface shipped with SSRPM can be fully customized. Refer to the "COM Object Guide"
for a complete description of the SSRPM COM Object used in the Web Interface.

2. Installing the Web Interface

This chapter describes step by step how to install the web interface. This document assumes that 1IS is already
installed and running. The Web interface is installed in three steps:
1. Installing the SSRPM COM Obiject. First, the SSRPM COM object must be installed on the machine running IIS.

2. Installing the Web Interface. Second, the Web Interface must be copied to a directory on the machine running
11S.

3. Configuring 11S. Last, 11S must be configured so that the web interface can be accessed.

2.1. Installing the SSRPM COM Object
The Web Interface uses the SSRPM COM Object to access the SSRPM Service. This COM Object must first be
registred on the machine running 11S. This chapter will describe in detail how to register the SSRPM COM Object.

1. Copy the SSRPM COM Object to the target machine. The SSRPM COM Object is installed together with the
SSRPM Admin Console and can be found in the directory "C:\Program Files\Tools4ever\SSRPM\COM". The
name of the file is "SSRPMCOM.dII".

2. Also copy the file 'Register.bat’' to the same directory as the SSRPM COM Object.
Go to the machine running I1S.

4. Double click on the file 'Register.bat'. If the registration succeeds, the following dialog is displayed:

L3
\IJ‘) DlRegisterServer in SSRPMCOM. dll succeeded.

This completes the installation of the SSRPM COM Object. The next chapter will describe how to install the Web
Interface on the machine running I1S.

2.2. Installing the Web Interface

The SSRPM Web Interface is a set of ASP pages with which a user can enroll into SSRPM, reset his password or
unlock his account. This chapter describes how to install the SSRPM Web Interface on the machine running 11S.

1. The SSRPM Web Interface files are installed together with the SSRPM Admin Console. They can be found in the
directory 'C:\Program Files\Tools4ever\SSRPM\Admin Console\Examples\Web Interface'. Select all of the files in
that directory (including any subdirectories) and copy them to an empty directory on the machine running IIS.
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2.3. Configuring I1S

After installing both the SSRPM COM Object and the SSRPM Web Interface, 11S can now be configured to run the
SSRPM Web Interface. This chapter describes in detail how to configure IS to run the SSRPM Web Interface.

Go to the Control Panel and click on Administrative Tools.

2. Double click on the 'Internet Information Services (11S) Manager. The 1S Manager is displayed:

T Internet Information Services (I1S) Manager

Action  View  Window

T8 File

Help

¢ DR EFRR @m 8 » =0

-FJ Internet Information Services
=4l BLACKBIRD (local computer)
#-__| Application Pools
_ | web Sites

__l Web Service Extensions

MName | Status |
_| Application Pools
__l Web Sites Service is running

Select the 'Web Service Extensions' folder.

Right click on 'Active Server Pages' and select 'Allow' from the menu:

T Internet Information Services (IIS) Manager

q__:! File Acton \View Window

Help

e - BEEFRER @6 2 =0

-f:l Internet Information Services
=%l BLACKBIRD (local computer)
[+-__ Application Pools
+-__| Web Sites

Active Server Pages
[ asp.neT vi 14322 | [
[% ASP.NETv2.0.5072] Frohibit
Internet Data Conne

£ | Web Service Extension | Status |
“F Al Unknown CGI Extensions Prohibited
“F Al Urknown 1SAPT Extensions Prohibited

Prohibited

libited
ied
libited

Refresh
@ Server Side Indudes ot
WebDAV Properties
Extended :N Standard Help

|Al|aws Web extension to run

——

5. Right click on the folder 'Web Sites' and select 'New --> Web Site...". This will display the Web Site creation

wizard.
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6. Click on 'Next' so that the 'Web Site Description' page is displayed:

Web Site Creation Wizard |

Web Site Desciption
Describe the Web site to help administrators identify it.

Type a description of the Web site.

Description:
SSRPM Web Inteface|

< Back Mead = Cancel

7. Enter a description for the web interface and click 'Next'.

8. The following page is displayed:

Web Site Creation Wizard

IP Address and Port Settings
Specify an IP address, port setting, and host header for the new Web site.

Enterthe |IP address to use for this Web site:
| 192.168.196.30 |

TCP port this Web site should use (Default: 80):
IE'[I'
Host header for this Web site (Defautt: None):

For mare information, read the |15 product documentation.

< Back Meod > Cancel
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9.  Enter the IP address and the port number that must be used for the website and click on next.

10. The Home Directory page is displayed:

Web Site Creation Wizard |

Web Site Home Directory
The home directory is the root of your Web content subdirectories.

Enter the path to your home directory.

Path:

IC:RSSHF‘M Web Interface Browse... |

W Alow anorymous access to this Web site

< Back

Cancel |

11. Enter the path to which the SSRPM Web Interface files were copied and click on next.
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12. The 'Web Site Permissions' page is displayed:

Web Site Creation Wizard

Web Site Access Permissions
Set the access pemissions for this Web site.

Allow the following pemissions:

[+ Bead

v Run scripts (such as ASPE

[~ Execute (such as ISAP| applications or CGI)
[ Write

[~ Browse

To complete the wizard, click Mext .

< Back et = Cancel

13. Make sure that 'Read' and 'Run Scripts (Such as ASP)" are checked and click on Next.

14. Click on Finish to exit the wizard.

To check if the web site is up and running, open a browser and enter 'http://* and the ip address specified in the
wizard. If the entered port number is not 80, also specify the port number. (For instance: 'http://192.168.196.30:81")

Please note that the finish page of the Web Site Creation Wizard displays that the creation of the web
site succeeded or failed. If the creation failed it is possible that another web site is already running on
the specified IP address/Port Number. In that case restart the wizard and choose another IP address
and/or port number.

After completing these steps, the web interface is up and running. It is however not secure. Please refer to the next
subchapter 'Configuring SSL' on how to install and configure SSL for the SSRPM Web Interface.

2.4. Configuring SSL

After the Web Interface has been installed, it can be used to enroll users and reset passwords. It is however not very
safe, because all information is send to the 11S Server in clear text. Because of this, all Web Interface
Implementations should use SSL to encrypt all information send and received. This chapter will guide you through
the process of configuring SSL for the SSRPM Web Interface.

1. Go to the Control Panel and click on Administrative Tools.
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2. Double click on the 'Internet Information Services (11S) Manager. The 1S Manager is displayed:

T Internet Information Services (IIS) Manager

q__:! File Action View Window Help |_|E’|£|

- m B @2mE 2=

-f:l Internet Information Services Computer | Local | Version | Status |
=1 %8 BLACKBIRD (ocal computer) | #BLACKBIRD (local computer) Yes 115 V5.0
[+-_ Application Pools
=) Web Sites
- =) SSRPM Web Interface
[#-_J Web Service Extensions

3. Right click on 'SSRPM Web Interface' and select 'Properties’ from the menu.

4.  Go to the 'Directory Security' tab:

SSRPM Web Interface Properties E E |
Web Site | Performance I ISAPI Filters I Home Directory I Documents
Drectory Security |  HTTPHeaders |  CustomErrors | ASP.NET

— Authentication and access control

Enable anonymous access and edit the
w authentication methods for this resource. Edit... |

—IP address and domain name restrictions

Grant or deny access to this resource using
IP addresses or Internet domain names.

Edit... |

 Secure communications

Require secure communications and = Certificate |
enable dient certificates when this e

resource is accessed, i =
Wiew Certificate. . .

QK Cancel Apply Help

5. Click on the 'Server Certificate...' button to start the "Web Server Certificate Wizard'. There are several different
methods to finish this wizard and they will not be discussed in this document.
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6. After finishing the 'Web Server Certificate Wizard', click on the 'Edit..." button in the 'Directory Security' tab.
This will display the 'Security Communications' dialog:

Secure Communications E

W Require secure channel (S5L)

v Require 128-hit encryption;

Client certificates

{* Ignore dient certificates
" Accept dient certificates
" Require dient certificates

[ Enable dient certificate mapping

Client certificates can be mapped to Windows user
accounts. This allows access control to resources using
dient certificates.

[ Enable certificate trust list

QK | Cancel | Help |

7. Please check the 'Require secure channel (SSL)' checkbox and the 'Require 128-bit encryption' checkbox. Click
on OK when finished.

8. Click on 'OK' to close the web interface configuration pages.

After completing these steps, the web interface is secured using SSL. To access the web interface 'https' in stead of
'http' must be used.

3. Overview

This chapter describes which pages are available when using the SSRPM Web Interface. Please note that the
provided web pages can be fully customized.
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3.1. Main Window

The main window 'Default.asp' is displayed if the user browses to the Web Interface.

Self Service Reset Password Management

Welcome to Self Service Reset Password Management. This program
will help vou reset vour password it you have forgotten yveur
password.

Please choose between one of the SSRPM options below:

el Enroll into SSRPM
4 Wou must enrell into SSRPM to be able to reset your
password.

_ Reset your password
47 Resetyour passwerd if you hawve forgotten your password
and would like to reset it.

_ Unlock your account
47 Unlock your account if you are locked out and you still
know your password.

The user is presented with three options which are described in the following chapters:

L] Enroll into SSRPM. Allows a user to enroll into the SSRPM Program.
L] Reset your password. Allows a user to reset his password (and optionally to unlock his account).
] Unlock your account. Allows a user to unlock his account without resetting his password.
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3.2. Enrollment

If a user has chosen to enroll into SSRPM, he is first asked to logon:

Self Service Reset Password Management

S55RPM Enrollment: Logon

~ Flease provide your username, password and
@7 domain name.

User name:

1=mith

Password:

Dromain:
JETS
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Once the user is logged on, he will be asked to answer the questions specified in the profile:

Self Service Reset Password Management

S5RPM Enrollment: Specify questions and answers
User: JSmith, Domain: JETS

21 Please specify questions and provide an answer for each
£

Question 1:

Answer:

Confirm:

Question 2:

Answer:

Confirm:

Question 3:

Confirm:

specified gquestion.

|What is your favourite color? ﬂ
ERE

| What is the first name of your partner? =]
BERER

|What is your favourite movie? ﬂ
FEREREEERRERERRER

| Enroll |

After answering the required question, the user can enroll by clicking the 'Enroll' button. If the enroliment succeeds,
he will be presented with the following page:

Self Service Reset Password Management

Congratulations!
You have enrolled successfully inte the Self

After the enrollment process, the user can reset his password or optionally unlock his account.

Service Reset Password Management program!

Copyright © Tools4ever 1998 - 2008
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3.3. Reset Password

If a user has chosen to reset his password, he is first asked to identify himself:

Self Service Reset Password Management

S55RPM Password Reset: Identification

~ Please provide your username and domain
d3 name.

User name:

1Smith

Domain:
JETS

| Continue |

After the user has identified himself, he is asked to answer the question he answered during enrollment and enter a
new password:

Self Service Reset Password Management

SSRPM Password Reset: Answer questions
User: 18mith, Demain: JETS

? ]I  Please answer all questions and provide 3 new password to
5
%W reset your password.

Question 1: What is the first name of your partner?

Answer: [IITT]

Question 2: What is your favourite color?

Answer: [ TTT]

Question 3: What is your favourite movie?

Answer: FERERRRRRERRRRRRN

-The passwerd must be at least 7 characters long.

Please enter your new password: sssssssss

Confirm your new password: .-..---..l

| Reset Password
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After answering the required questions and entering a new password, the user can reset his password by clicking on

the 'Reset Password' button. If the user successfully resets his password, he will be presented with the following
page:

Self Service Reset Password Management

Congratulations!
You have successfully reset your password!

3.4. Unlock Account

If a user has chosen to unlock his account, he is first asked to identify himself:

Self Service Reset Password Management

S5RPM Unlock Account: Identification

~ Please provide your username and domain

&3 rname

User name:

1Smith

Domain:

JETS|
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After the user has identified himself, he is asked to answer the question he answered during enrollment:

Self Service Reset Password Management

SSRPM Unlock Account: Answer questions
User: JSmith, Domain: JETS

21 . .
Ly Flease answer all questions to unlock your scoount.

Question 1: What is the first name of your partner?

Answer: [ITI1]

Question 2: What is your favourite color?

Answer: [TT1]

Question 3: What is your favourite movie?

| Unlock Account |

Answer: II.II...I..III.II'

After answering the required questions the user can unlock his account by clicking on the 'Unlock Account' button. If
the user successfully unlocks his account, he will be presented with the following page:

Self Service Reset Password Management

Congratulations!
You have successfully unlocked your account!

4. Frequently Asked Questions (FAQ)

Can | change anything in the Web Interface?
Yes, the web interface is fully customizable. It is even possible to write your own web interface. Please refer to the
"COM Object Guide" for a complete list of features.

Is the web interface secure?

It depends on which type of connection you are using. If you are using a default http connection, the connection is
not secure. However, the connection can be secured using SSL. Please refer to the 'Installing the Web Interface'
chapter in this document for a detailed description how to configure SSL.

Is the SSRPM COM Object secure?
Yes. The SSRPM COM Object communicates with the SSRPM Service using an encrypted connection.

I am trying to Enroll/Reset a password/Unlock Account and am getting error .... What is the problem?
Please refer to the "Implementation Guide" for a list of commonly encountered errors.
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